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Benefits of Public Key Infrastructure (PKI)

Introduction

With the proliferation of information in the world today and with data being accessed from all
over the globe by corporates, there is a very strong need to safeguard and protect that
information. A large amount of the information is generated in the form of documents and the
means of protecting these documents is by encrypting them. This is done by using a Public Key
Infrastructure (PKI). The basis of PKI is asymmetric key encryption, involving a public/private
key pair, whereby data encrypted using the private key, known only to the owning user, can
only be decrypted using the corresponding public key, available to anybody. Also, data
encrypted using the public key can only be decrypted using the corresponding private key. This
method of encryption maintains the confidentiality and integrity of the information.
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TouchBase solution for PKI

The TouchBase solution for PKI has been developed for protection of documents by encrypting
them. When a user stores a document and wants confidentially, the user can encrypt the
document using a public key generated from the PKI server. The user can decide on who are the

recipients of that document. A screen shot of the process is shown below along with the
message on the screen.
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The document is stored in the encrypted form and when it is to be opened, the users can click

on the get symbol in TouchBase and they will be asked to insert the dongle which has a stored
private key.
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Once the dongle is entered into a USB port along with the password, the document can be read
by the users and they can read any other encrypted document in TouchBase as long as the
dongle remains inserted. The dongle is given to named users and this takes care of the

authentication aspect of information security.

If the encrypted document has to be promoted to the next user in the process, TouchBase
again requires the dongle to be inserted to provide user authentication for signing the

document.
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User can verify the signature by clicking the verification link as shown below
Details Hierarchy All Versions / Revisions Workflow History
R T m
| I |
Start Rewviaw Approve End
m Start Activity m End Activity m Activity in Progress @ Completed Activity Converging Activity
Schedule Signoff
From o Start |End Schedule
o To Activity Start By
M-u Date End Date MM
FPDServer 07-26-
: Start Admin 2010
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) 2
2 Start Review admin 2010 |2010 2010 2010 2010 check
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~ Sign Off in Progress

Signature Verfication

Workflow Sign Off Signature Verification

Signature By PDServer Admin
Signature On Date 07-26-2010 11:19:23
Signature On Security.txt
Verification Result true

Conclusion

We have provided a simple PKI infrastructure mechanism as part of TouchBase as many
companies who have document classification are required to protect a special category of
documentsfromallusersas defined in the “information
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